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Cloud-based Pl System

* NOT OCS
» Self-contained Pl environment in Microsoft Azure

 Motivation:
* Cost/Ease
* Availability (SLA)
* Elasticity
« Accessibility
* On demand
« Managed services
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Pl System Deployment Sample
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Azure Portal vs Infrastructure as Code

. File Edit Selection View 0 ebuc

* Portal e ... *laC

+ intuitive Createa resource RRTAS———— _ | - - \i( CLIIVe
+ visual lpers - Initial time

Investment
- Need to read

+ quick to pick up

w#/ Resource groups

| 1}
=2 All resources

! Virtual machines

 Scalabllity, repeatability, accuracy
« Speed of environment deployment
* Black box use for fast results
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Infrastructure as Code: Core Components

Infrastructure Deployment Internal VM Configuration
<> Azure Resource Manager PowerShell Desired State
. (ARM) Templates g gonﬁ?uratlon (DSC)

cripts

ry R

0S|
PlWorld cothensures 2019 #PIWorld  ©2019 OSlsoft, LLC



Azure Resource Manager Templates

e Declarative JSON * Full environment
templates deployment

 |[dempotence » Role-Based Access
» Resource dependencies Control

{

"$schema": "https://schema.management.azure.com/schemas/2015-81-81/deploymentTemplate.json#",
"contentVersion": ""

"apiProfile": "™
"parameters": { I,
"wvariables": { 1},
"functions™: [ 1],
"resources™: [ ],
"outputs": { }
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ARM Template: Parameters

"parameters™:  {
"storageAccountSku™:
e AT
"defaultvalue”:
"allowedvalues™:
“metadata”e {
"drsh @Rt

"type"
"defaulivain
"allowedValues™:
"métafdatat o
"description™:

j‘ L)
"Tocation™: {
Typel i stie
"defaultvalue™: “[resourceGroup().location]”,
metddata™s |
"description”:

i
"storageAccountPrefix”: {
"type”: "strir
"defaultvalue™:
"metadata™: {
"description™: “Pre d-in-a ic-name
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ARM Template: Variables, Resources and
Outputs

"variables™: {
"storageAccounthName":

[ concat(parameters( ' storageAccountPrefix'), substring(uniquestring(resourceGroup().id),0,4))]
I

"resources™: |

{ Variables: convenient substitutions
IEE R HEg (etoragehccouniame 10 for computational results used

type": "Microsoft.Storage/storageAccounts”,

"apiversion”: "2019-64-01", tResaygress: elppihe@mponents to deploy
"location": " [parameters('location')]", to AZUI‘e (eg VMS |Oad balancers

"kind": - "[parameters (' storageAccountkind')]", )

"sku": " [parameters('storageAccountSku')]", network Securlty groups, etC.,)

"t '8 , . -

"pii:er‘t"[lis": 0 Outputs: information produced by
: } template for external consumption

"outputs”: {
"storageAccountId": {
"type": "string”,
"value": "[resourceId( 'Microsoft.Storage/storageAccounts’, ), '2019-04-01")]"
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Desired State Configuration

» PowerShell platform used for deployment, configuration
and management of systems

* Declarative
* |[dempotent

« Comprised of three primary components
 Configuration
* Resources
 Local Configuration Manager
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DSC: Configuration

PIAF {
Import-DscResource -ModuleName PSDesiredStateConfiguration
Import-DscResource -ModuleName

e Declarat i, | ances of

[ ]$runAsCredential,

reSO u rC =. [Parameter(Mandatory) ]

[ 1¥svcCredential

L ] : -
Get-WmiObject -Class Win32_ NTDomain -Filter °
e Scriot bl « : - rShell
Crl p ‘ et-WmiObject -C A ) -DomainName) r e
$PIAFSvcAccountUsername = $svcCredential .Userhame

keyword $runAsfAccountUsername = $runAsCredential .UserName

$domainRunAsCredential = New-Object System.Management.Automation.PSCredential -Argumentlist ~
("$domainNetBiosNam inAsAccountUsername)”, $runfs

. Import ., . | dential.Password) a Cmd|et

xADUser ServiceAccount PIAF {

e Containg achines

UserName $PIAFSvcAccountlisername

CénhhotChanzePassword

to apply Jesi-iaptign
DomainAdministratorCredential
Enabled
Ensure
Password

Dependsiin
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DSC: Resources
[ClassVersion("1.0.0.0"), FriendlyName("WindowsFeature")]

{CHSM%MYH?%F%WNWQB&%H?&W&? configuration

o [(Séy LDEs¢HietidndiThe name of the role or feature to install or uninstall.”)] String Name;

[Wr ﬁ%}iﬁﬁr@éﬂﬁ;ﬁ@gc J'Féé’gl?@ Hﬁﬁ%%o feature should be installed or

uninstal 0 insta feature, set this property to Present. To uninstall the feature, set

the propelt &IRks e t@&@ﬂf@@d@@t&é@@{er%%np\mﬁ&@s rdedhrechByent]
StringEr&na>

[Wirite, Description("Specifies whether the subfeatures of the main feature should also
be installed.")] Boolean IncludeAllSubFeature;

* [fvEts AT erio R T HE paxol t@%pagalmet@rtslﬁmamlbed] krikdavgeathell
[M/a@@q@jl@mwaqﬁﬁq igh df Reeded er uninstall the role or feature."),

éfgi
Embedded] nstance( SFT C dential")] Strlng?/ Cre ia
[Rea%c% HéQ&rm@émg bR String

DisplayName;
2
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DSC: Resources

WindowsFeature ADPS {

PS C:\SingleInstanceAzureQuickstart\05Isoft-Azure-QuickStart\helpers> Get-DscResource WindowsFeature
Name

D-PolyindowsFeature [String] #ResourceName

Ensure ‘Present® {
1 Mame = [string]
xADUser ServiceAccount P [Credential = [PSCredential]]
[DependsOn = [string[]]]
[Ensure = [string]{ Absent | Present }]
[IncludeAl1SubFeature = [bool]]
CannotChangePassword [LogPath = [string]]
Description [PsDscRunAsCredential = [PSCredential]]
DomainAdministratorl [Source = [string]]

1

Enabled L
Ensure "Present”’

Domainhame

UserName

Password

Get-DscResource -Syntax
<ResourceName>

» Get-TargetResource: reporting; not used by LCM
 Test-TargetResource: resource In desired state?
« Set-TargetResource: What to do if Test returns $false
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DSC: Local Configuration Manager

« EXxecution engine which acts between configuration and

resources

* When a DSC configuration is invoked, a
<NodeName>.mof file is generated; LCM accepts .mof

files as input

[DsCLocalConfigurationManager()]
configuration LCMConfig

d

Mode localhost
{
Settings
{
RefreshMode = 'Push”®
¥
T

¥

Isoft

LCM settings can be modified using...
* ApplyOnly, ApplyAndMonitor or

ApplyAndAutoCorrect

« Must complete Initial configuration

« Can restart node if necessary
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Pl System Deployment Sample
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DEMO

Deploying a Pl Asset Framework VM Into
a Pre-existing Environment
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Demo Takeaway: Results

0 \\gs-piaf-vm0\DemoDB - Pl System Explorer (Administrator)
File Search View Go Tools Help

ALUS
@ Database [= Query Date - ® @ o Back H,/ CheckIn %2 « Q Refresh | @ New Element ~ | New Attribute And
Elements Demo-PI-Points ArrayLength
3
& Elements General Child Elements Attributes Ports ~ Analyses Notification Rules Version Ascii
e () Demo-PI-Points .
(L} Element Searches Fiter Asin
v
LT
I| t |I|Q|Q‘ Name A‘ Value Time Stamp Abs(number x}
U HrEsi 8§/26/2019 11:44:14 PM Return the absolute value of an integer or real number.
B ¥ BACONC 0°C 8/26/2019 11:44:14 PM Example: Abs(-2.2) [Returns 2.2]
-] % BA:LEVEL.1 0 8/26/2019 11:44:14 PM
L} &% BA:PHASE.1 Phasel 8/26/2019 11:44:14 PM
L] % BATEMP.1 0°C 8/26/2019 11:44:14 PM  Attributes
L] &7 CDEP158 0 8/26/2019 11:44:14 PM
L} <% CDM158 Manual 8/26/2019 11:44:14 PM
5l &F CDT158 51.585 °C 8/26/2019 11:44:14 PM I Pl Analysis Service: gs-pian-vm0.gs.int, Status updated at 8/26/2019 11:53:43 PM l
} | nnected to the Pl Analysis Service.
L] <% SINUSOID 43.142 8/26/2019 11:44:14 PM
El «* SINUSOIDU 43.142 §/26/2019 11:44:14 PM sion 1

* Deploying Pl AF into pre-existing environment
* Using laC: ARM and DSC in action
 Using Azure portal to track deployments
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Demo Takeaway: ARM Error Logging

1 Current-Master - Deployments

Resource group

- «
| O Search (Ciri+/) |

@ Overview =

= Activity log
=M Access control (IAM)
4 Tags

Events

Settings

i Quickstart

g5 Deployments

| Policies

* Error details in “Deployments” blade of failed resource’s

@ Delete @ Cance

LT Redeploy - View template

Errors

Filter by deployment name or resources in the deployment...

DEPLOYMENT NAME

qs-sql-vm1-domainjoin
qs-sql-vmO-domainjoin
qs-sql-vm1

qs-sql-vm0O
qs-lb-staticip0
qs-sql-intlb0

sql

resource group
 Can also see in terminal when using “-Verbose” flag

OSlsoft
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STATUS

® succeeded
@ succeeded
@ succeeded
@ succeeded
@ succeeded

@ succeeded

o Failed |(Error details)

Summary  Raw Error

ERROR DETAILS E

The resource operation completed with terminal provisioning state 'Failed'.
(Code: ResourceDeploymentFailure)

- This cluster cannot be destroyed. It has non-core application groups which
must be deleted before the cluster can be destroyed. (Code:
Ext_NoncareGroupsFound)

WAS THIS HELPFUL? €1 o

Troubleshooting Options

Common Azure deploymer{}errors @
Check Usage + Quota &
Mew Support Request [0

#PIWorld  ©2019 OSlisoft, LLC
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Demo Takeaway: DSC Error Logging

 Located in JSON files found in:
“C:\Windows\System32\Configuration\ConfigurationStatus”

* Recall LCM default: ApplyAndMonitor at ~15 min

LCM: [ Start Resource ] [[WindowsFeature]ADPS] "7},

LCM: |[ Start Test ]| [[WindowsFeature]ADPS] "7},

[[WindowsFeature]ADPS] The operation 'Get-WindowsFeature' started: RSAT-AD-PowerShell™},
[[WindowsFeature]ADPS] The operation 'Get-WindowsFeature®' succeeded: RSAT-AD-PowerShell"},
LCM: [ Start Resource ] [[WindowsFeature]ADPS] "},

LCM: ﬂ Start Test ]| [[WindowsFeature]ADPS] "1,

[[WindowsFeature]ADPS] The operation 'Get-WindowsFeature®' started: RSAT-AD-PowerShell"},
[[WindowsFeature ]ADPS] The operation 'Get-WindowsFeature' succeeded: RSAT-AD-PowerShell"},
LcM: [[ End  Test ]| [[WindowsFeature]ADPS] False |in 0.974@ seconds."},

LCM: [ End Resource ] [[WindowsFeature]ADPS] "},

[[WindowsFeature ]ADPS] Installation succeeded."},

[[WindowsFeature]ADPS] Successfully installed the feature RSAT-AD-PowerShell."},

LCM: |[ End Set 1| [[WindowsFeature]ADPS] in 61.3358 seconds."},
LCM: [ End Resource | [[WindowsFeature]ADPS] "7},
0Slsoft
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DEMO

VM Recovery Using Azure
Disk Snapshots
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Demo Takeaway: Results

pida @ succeeded 8/27/2019, 12:21:06 AM 20 minutes 1 second
[ ] NAME TYPE
:3: dataSnap-qgs-pida-vm0-datadiskObinaries Snapshot
:3: dataSnap-qgs-pida-vm0-datadisklarchives Snapshot
g dataSnap-gs-pida-vm0-datadisk2queues Snapshot
:3: dataSnap-gs-pida-vm0-datadisk3backups Snapshot

:3: osSnap-qs-pida-vm0_OsDisk_1_35c3fb4e6dda... Snapshot

pida @ succee ded 8/23/2019, 2:14:52 PM 6 minutes 9 seconds

« Restoration of a VM from a previously saved state
* Much, much faster than from scratch deployment

« Cons: large/not portable, restoration has to be to exact
same environment

PlWorld cothensures 2019 #PIWorld  ©2019 OSlsoft, LLC
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Conclusions and Future Direction

« Comparative ease, speed and low cost of deploying the PI
System into a cloud platform

» Power of Infrastructure as Code in deployment and
disaster recovery scenarios

« Advantages of leveraging ARM and DSC
 Declarative
* ldempotent
 Tried and tested

* Future direction:
* HA Pl environment
» Authoring DSC resources from Pl validation scripts

OSlsoft
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Questions?

Please walt for

the microphone &

State your
name & company

“) OSsisoft
i&" PlWorld cothensures 2019

Please remember to...

Complete Survey!

Navigate to this session in
mobile agenda for survey

=—
TO DOWNLOAD &

APP, SEARCH
OSISOFT

PIWorld

£ Download on the ETITON
@& AppStore P> Google Play
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