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AVEVA Mobile Operator 2020 R1 — Installation & Configuration
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System Requirements

Before starting an Installation or an Upgrade, always, check first the “System Requirement User’s Guide” to make sure
you have a supported environment.

Database Server Mobile Operator Server

SQL Server 2019, 64 bit
(Standard or Enterprise)
e SQL Server 2017, 64 bit
(Standard or Enterprise)
e SQL Server 2016, 64 bit
(Standard or Enterprise)
* SQL Server Reporting
Services 2019, 64 bit
(Standard or Enterprise)
* SQL Server Reporting
Services 2017, 64 bit
(Standard or Enterprise)
* SQL Server Reporting
Services 2016, 64 bit
(Standard or Enterprise)
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* Server 2019, 64 bit
(Standard or Data
Center)

* Server 2016, 64 bit
(Standard or Data
Center)

Servers also require the

following:

* _.NET Framework 4.8

e MSOLEDBSQL driver for
TLS 1.2 connection for
both client and Server
installs .

Desktop Client (IMC)

Windows 10
Windows 11

Mobile Devices (App)

* Android
v 8.0, v8.1, v 9.0, v10,
& vll.

Windows
Windows 10 (Version
1809) and above.
Windows 11 (Version
21H2) and above.

« 10S
iOS 14.8 and i0OS 15

AV=VA



Installing or Upgrading AVEVA Mobile Operator Database.

Creating Database Users and Roles.

* When you run the Database script after the upgrading or installingthe application, two (2) roles are generated by

default, “MorServerRole” and “IntelaTracRole”. You need to now create two
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- Server noes
K User Mapping

I_.g_; Microsoft SCL Serv
File Edit Del & secursbles
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» 6.0R1 DBScripts

MName
ru

SCL Server
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zh-CHS

zh-CHT

u-ZA
[] AA.CoreMobile.dl
[#] adodb.dil
|| BaselineSettings.xr
|:] CustomScriptFung
¥ CustomScriptFung
L] DatahaseScripl.ex4
Y1 DatabaseScript.exe
|:] EntityFramework.q
|:] EntityFramework.3
|:] IntelaTrac. Authent
|:] IntelaTrac.Reports,
= IntelaTracBranding
|:] IntelaTracKey.dll
|:] interop.msdasc.dll
[#] 1oM.Prism.dil

[E Mirrncnft henhlatlrraT v e

Run Scripts

Connection String:

Language:
Install Type
® Install New Database
Upgrade Databasze
Install Wwork Order Plugins

Repair Database

Version Detected:

Execute

Date modified
VA 1

[ ]

Not Installed

T T

I UK I

Search 6.0 R1 DBScripts 0@

EF| Data Link Properties X

Provider Connection Advanced Al

Select the data you want to connect to:

COLE DB Provider(z)
Microsoft Jet 4.0 OLE DB Provider

Microsoft OLE DB Provider for Analysis Services 13.0
Microzoft OLE DB Provider for Analysis Services 14.0
Microsoft OLE DB Prowider for ODBEC Drivers
Microsoft OLE DB Provider for Oracle

Microsoft OLE DB Provider for Search

Microsoft OLE DB Provider for SQL Server

Microzoft OLE DB Simple Provider

MSDataShape

COLE DB Provider for Microsoft Directory Services
CLE DB Providerfor SQL Server Integration Services
SQL Server Native Cliert 11.0

Mest »»

Cancel Help

users and assign them to the roles.
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r > X
Fo¥ G M

IN201E-01 (50L Server 5020003 - EZEDC\Ezchdp
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curity

Logins

me FEMS_PolicyEventProcessingLogings
B E2MS_PolicyTsqlExecutionLoging®
a4 EZEDC\Domainfdmin

p EZEDC\EzeAdmin

=W EZEWIN2016-014aaAdministrators

m EZEWIN2016-01\aaGalaxyCwner

m EZEWIN2016-014Admin

- N0 G-01 8 Admunistrator
L

m IntelaTracMORUser
aa IntelaTracUser
=0 0T B TOOr T roaatnenticated Users

& NT AUTHORITYANETWORK SERVICE
I

Cancel
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Installing or Upgrading AVEVA Mobile Operator Components

Mobile Operator (PCS), License Manager/Server, MO Client, MO Sync Server & Mobile App.

AVEVA Mobile Operator Installation

Please select which features you want to install, and AV - VA

T 5\ Shared 1 specify the destination folder.
MName [5‘ Programs and Features - d .

&« ~ ‘I [[@ * Control Panel » Programs » Programs and Features v Search Programs and Features @ St

Client

Common Installl Control Panel Home .

Uninstall or change a program

Llatabasescripts o

Documentation View installed updates To uninstall 2 pregram, select it from the list and then click Uninstall, Change, or Repair.

Server ) Turn Windows features on or

SCLSeripts o Orgenize ~ B - 0

Install a program from the -

SSRGS network MName Publisher Installed On Size Version

Utilities (=] AVEVA Enterprise License Manager AVEVA Software, LLC 8/16/2022 976MB  3.7.002

Windows App [85] AVEVA Enterprise License Server AVEVA Software, LLC 2/16/2022 976 MB  3.7.002
[5=] AVEVA Enterprise Licensing Platform AVEVA Software, LLC 2/16/2022 783MB  3.7.002
[=] AVEVA Mobile Operator AVEVA Software, LLC 8/15/2022 £.0.100
B AvEva Mobile Operator 2020 R1 Client (x64) AVEVA Software, LLC 8/16/2022 109 MB  £.0.100.1%6 Browse... ‘
HA‘M"E‘U’A Meobile Operator 2020 R1 Server (x84) AVEVA Software, LLC /16,2022 8.7 MB  £.0.100.196
[5=] AVEVA Platform Commen Services 4,62 ANVEVA Software, LLC 2/15/2022 618 MB  4.6.21278.2

= =GTagieamanTe Seegretts SFTEReER FretvtE—t i oty i Cancet ) ‘

UMcAfee Security Scan Plus Mchfee, Inc. 8M16/2019 1M02MEB 31111144 :
|5 Microsoft OLE DB Driver for SOL Server Microsoft Corporation 21172022 J03ME 18400
[o=| Microsoft Visual C++ 2008 Redistributable - x64 9.0.3...  Microsoft Corporation 21672019 1.10ME  9.0.30729.6161
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System Management Server (SMS) and AVEVA Mobile Operator

Configuration

) 15-Hosted

Sync Server Configuration

Sync Server Path:

CA\Program Files\AVEVA\Mobile Operator\Server

-]

Certificate:

EZEWIN2016-03 ASB -

Max Concurrent Connections:

Sdk Service Configuration
Http Binding Port:

Custom Http Binding Port:

Configuration Messages

10

9762

9700

Configurator Configurator Configurator
File Help b ! x
- 0O
& EloI AVEVA Enterprise Licensing Platfo] ;. Configurator
N i @ AVEVA Enterprise License § File Help -Hosted
. Anaconda3 (64-bit){iEl, e rREIRU i @ AVEVA Enterprise Licensing Platform
Configurator B .
N o System Managen| o AVEVA Enterprise License Sery
. AVEVA ‘ﬂQ Mobile Operator File Help o Common Platform
Identity Provider :JO AVEVA Enter System Management Server ensing Platfo
g Change Network Data Server @ ~vev|@ Mobile Operator rise License §
< Web Application 30 Common Plg Identity Provider
y Server Configural o Syster Data Server gement Servel
Common Service 2 @ Mobile Oper Web Application
Identi Server Configuration der
Configurator Data ¢
Web 4 1an
2 g [t uration
Enterprise Licensg e
Enterprise Licensg
Insight Publisher
Insight Publisher
SQL Access Config
System Platform
Legend
AVEVA Documenta o Error 0 Non Configurable
. i o Mot Configured
AVEVA Historian
Waming
AVEVA InTouch H @ configured
- ® Mot Installed
AVEVA System Mo
AVEVA System Pla ‘ Refresh |_
| Refresh | ‘ All Messages | Configure | Close
5 | Refresh | ‘ All Messages | ‘ Refresh | | All Messages | Refresh | |

All Messages
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‘ Close
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AVEVA Mobile Operator — System Configuration

AVEVA Identity Manager Portal

@ AVEVA Mobile Operator x  + v B = x
&« (@] @ ezewin2016-03.ezedclocal:444/index.html#/dashboard/organization @ AVEVA Mobile Operator « + W = m} *
AVEV, ™ Mobile Operator &« c B ezewin?016-03.ezedclocal:444/index.html#/dashboard/organization =2 ¥ 0O o
! 1 AVEVA™ Mobile Operator 0 6
I ¢ o < [OR SECURITY]
Organizations a
[S2 € TOR SECURITY SETTINGS SYN( >
Mobile Operator & QOrganizations
=Y -
v @&  TENANT \ wore Mobile Operator
Hybrid
> gl DefautPlant v &% TENANT :1....;.5 stion Mode
N ﬂ N Authentication Password Timd > ﬂ Default Plant ’ ........................................................................
0 Aut ticat ; word T t (Hour
gl Plant London > Hl Plant Hawaii G i e
gl Pentlondon
Device License Timeouf
Device License Timeout (Minutes)
[ End of Shift Auto Lo
End of Shift Auto Lodoff Time [ End of Shift Auto Logoff Enabled
5 End of Shift Auto Logoff Time (Minutes)
5
[J Persist Authenticatig
| 1 Persist Authentication Password
ync Reminder Duration (Minul
! . Sync Reminder Duration (Minutes) -

) .
4 3
L |
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w = O *
@ AVEVA™ Identity Manager X +

& - ] & ezewin2016-03.ezedclocal/ldentityManager/account/login?ReturnUrl=%2F|dentityManager3t2Fconnect%2Fauthorize%2Fcallback%3Fclient_id%3D2c54... 12 v O o H

EzeDclocal B Translate WDN @8 AVEVA Demolicen.. BB SMTPtoolTest (§ Citrix - File Box Share @ Demo Licenses Aveva @ DEMOLicense @ Citrix ShareFile

AVEVA™ Identity Manager

AV=VA

User name

Password

@ WINDOWS INTEGRATED LOGIN
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AVEVA Enterprise Licensing (Manager & Server)

License Manager / License Server — Activation.

* It’s a common platform that allows you to manage AVEVA product licenses. (MOR, System Platform, MES, Insight, CDP, etc.)

O ctiles _— S piol (g

* |t’s composed of a License Manager (web-based) and a
License Server, that together allow you to share and
deliver licenses for your installed products. AV=VA Enterprise License Manager EZEDC\EzeAdmin &,

= Activation settings
* The license activation is through the “AVEVA Activation
Server” hosted in a Cloud Server. This connection is ; Configuration
temporarily. Only during the activation process. -

@ http://localhost/AELicenseManager P~ {2 AVEVA Enterprise License M.

] (® Online Activation C:‘_')

License Manager is connected to Activation Server

* There are two type of activation: (1) Online Activation
or (2) Offline Activation.

[] Process Activation/Deactivation requests for other License Managers

y (O Offline Activation (’;\_)

License Manager is not connected to Activation Server

L |
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AVEVA Mobile Operator License Activation

-

v| = | Licenses

Recycle Bin
Home Share View
B

AVEVA OMI
Applicati...

A~
3 Quick access

[ Desktop
& Downloads
5| Documents
&= Pictures

Licenses

[ This PC

3items

6.0R1
DBScripts

WW(lient8.0
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> ThisPC > Desktop » Licenses

Name

2] AdvStd-35-P-23-NonFlex-20220ct31.xml
AVEVA Mobile Operator 2020 Install Key.txt

MOBOPR-02-P-Mobile-Operator-20220ct31.xml

Date modified

XML Document
Tex

cument

XML Document

X 512 PM
v EE T 9/20/2022 B



Certificates
Type of Certificates

General Usage Testing Sites Public-Facing sites
 Self-Signed (SSL) Certificate is a digital certificate not Price Free Fee based
' ' ifi ' Intranet, D A
S|gneq by any pypllcly trusted Certlfl.cate Authorl'Fy (CA). Website Types n rar|\_e ,A urlnnjv asr']d Q Payment Portals and Private Data
Self-Signed certificates are created, issued, and signed (Quality Analysis) Sites
by the organization responsible for the website or the ~~ ConsumerTrust Less Trusted More Trust
. Browser Response/Warning Certificate Error Displayed No Error Displayed
signed software. _ _
Search Engine Response Fishy Trusted
Server Impersonation Easy Difficult
. _ . _ Control Self Authorized Third Party
* Certificate Authority (CA) Certificate is a trusted URL TTOES st WG SRS e T
organization that issues digital certificates for websites  |ssuing Firms Anyone Verisign, IdenTrust, DigiCert, etc.

and other entities. The main goal of a CA is to verify the

authenticity and trustworthiness of a website, domain
and organization so users know exactly who they're
communicating with online and whether that entity can
be trusted with their data. A
SELF SIGNED CA SIGNED

—
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Certificates

Location

Configurator — 0 X

File Help ﬁ! Advanced Configuration X
2% AVEVA Enterprise Lic
@ AVEVAEnterpri Certificates erver.
El C Platf;
0 03"0;' & :;:' In order to enable communications via encrypted channels (e.g. HTTPS), certificates are required

El o Mobile Operator to be configured.

Certificates can either be provided by your IT department or automatically generated.
ducts, All

Please select the appropriate options below.

Certificate Source | Automatically ﬁ Consolel - [Conscle Root\Certificates (Local Computer)\Personalt Certificates]

Actomatically GBS File  Action  View Favorites Window Help

e nEl 4L XEE B

7] Console Root lssued To Issued By Expiration Date Intended Purposes

Certificate

Ports

The common platform, and certain -
communicate over web ports. W Iﬁl Certificates (Local Computer)

_ EZEWINZ2016-03 EZEWIN2016-03 ASE CA 9/12/2024 Server Authentication
Please select the appropriate port to ~ [ ;'?::;imﬁ PoIEZEWIN2DT E% Server Authentication
L . @ilToken Signing| » = Certificate x <Al
HTTP Part 80 w || Trusted Root Certification Authoritie
| Certificates General DEE“EI Certification Path
RTTPS Port 43 » [ | Enterprise Trust
w || Intermediate Certification Authoritie! Certification path
|| Certificate Revocation List 5] EZEWIN2016-03 ASB Root CA
] Certificates #-{25] EZEWIN2016-03 ASB CA
5 ] Trusted Publishers RRER| EZEWIN20 16-03 ASB

All Messages Configure Close
—
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Certificates

Export & Import

loot Certification Authorities\ Certificates]

n | Certificate * %
£¥ Certificate Expol General Details  Certification Path o ard € 4* Certificate Export Wizard € 4* Certificate Export Wizard
*
. R ¥ Certificate Import Wizard 4 ¥ Certificate Import Wizard € 4* Certificate Import Wizard
Welcome t L= a Certificate Information
This certificate is intended for the followi B Certificate Import Wizard ot
This wizard hejps « Ensures the identity of a remote computd Welcome to the Certificate Imp Certificate Store Completing the Certificate Import Wizar
lists from a certifi . . Certificate stores are system areas where c¢
* Proves your identity to a remote compute
+ All issuance policies
A certificate, whig This wizard helps you copy certificates, certificate The certificate will be imported after you dick Finish,
and contains info lists from your disk to a certificate store. \Windows can automatically select a certificat
connections. A cg the certificate. i
A certficate, whichi n dfcat t o You have specified the following settings: ThE Impﬂrt Wwas SUCCESSfUI'
Cerufncate, which is issued Dy a cerafication au Automatically select the certificate sto y
and contains information used to protect data or * Sl JREEY Trusted Root Certification
To continue, dick] connections. A certificate store is the system are: (@) Place all certificates in the following st Content Certificate
Issued to: EFEWIN2016-03 ASE Root C Certificate store:

Store Location
O Current User
Issued by: EZEWIN2016-03 ASB Root C (®) Local Machine

‘ Trusted Root Certification Authoritie

To continue, dick Next,

valid from 1/30/2022 to 1/25/2042

Cancel

Install Certificate. .

Finish Cancel

e TN000032888: “How to apply MOR server's certificate on the mobile device (Android & i0S)”

L |
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https://softwaresupportsp.aveva.com/

Ezequiel Vedoya

Principal Customer Support Engineer

AVEVA Group

ezequiel.vedoya@aveva.com

+1 (800) 966-3371
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Questions? Please remember to...

Please wait for the microphone Navigate tc

State your name and company

Thank you = A
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This presentation may include predictions, estimates, intentions, beliefs and other statements that
are or may be construed as being forward-looking. While these forward-looking statements

represent our current judgment on what the future holds, they are subject to risks and uncertainties
that could result in actual outcames differing materially from those projec.ted' in these statements.

No statement contained herein constitutes a commitment by AVEVA to perform any particularaction
or to deliver any particular product or product features. Readers are cautioned not to place undue
reliance on these forward-looking statements, wh|ch reflect our opinions only as of the date of this

! presentat|on

The Company shall not be obliged to dlscloseany revisionto these forward- -looking statements to
reflect events or circumstances occurring after the date on which they are made orto reflect the
occurrence of future events.
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@ linkedin.com/company/aveva
O @avevagroup

ABOUT AVEVA

AVEVA is a global leader in industrial software, sparking ingenuity to drive responsible use of the world’s
resources. The company’s secure industrial cloud platform and applications enable businesses to harness
the power of their information and improve collaboration with customers, suppliers and partners.

Over 20,000 enterprises in over 100 countries «rely on AVEVA to help them deliver life’s essentials: safe and
reliable energy, food, medicines, infrastructure and more. By connecting people with trusted information
and Al-enriched insights, AVEVA enables teams to engineer efficiently and optimize operations, driving
growth and sustainability. *

Named as one of the world’s most innovative companies, AVEVA supports customers with open solutions
* and the expertise of more than 6,400 employees, 5,000 partners and 5,700 certified*developers. With
operations around the globe, we are headquartered in Cambridge, UK and listed on the London Stock
Exchange’s FTSE 100. \ L ’

Learn more at
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