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NPC UKRENERGO – COMPANY OVERVIEW

Approximate  energy mix of Ukraine  2023

Nuclear power
plants

55

27

10
8

%

100.7
Annual trans mis s ion volume
(in the  conditions  of war)

b ln kWh

• a  s ta te -owned company, one  of the  la rges t 
transmis s ion sys tem opera tors  in Europe

• opera tes  synchronous ly with the  power 
sys tem of Continenta l Europe

• certified as  a  transmis s ion sys tem 
opera tor on 17 December 2021

tota l length of high-voltage  lines
20 000 km

s ubs tations  
220-750 kV
(in the controlled territory)94

ENTSO-E member

Thermal power 
plants , Combined 
heat & power 
plants

Hydro power 
plants  and 
Pump-storage 
power plants

Renewables
(PV, wind, bio)
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UKRENERGO strengthens grid resilience and 
operational visibility with AVEVA PI System

• Different teams relied on different views of data, limiting shared understanding 
• Difficulties connecting real-time conditions to broader operational and leadership context 
• Operating from remote locations and shelters during attacks increased the need for 

consistent, trusted visibility 
• Increasing grid complexity made it harder to maintain alignment during critical situations

• Expanded use of AVEVA PI System as the single operational data foundation to 
support real-time decisions across transmission operations during normal operations 
and high-pressure events.

• Improved real-time visibility and situational awareness for operational teams 
• Enabled a shared view of grid performance despite distributed and remote operations 
• Provided clearer oversight through consistent data views across substation staff, 

regional and central dispatch teams, senior management, and government users 
• Increased confidence and speed of operational decisions by maintaining consistent 

visibility during critical situations 
• Strengthened organizational trust in real-time data

Challenge

Results

Solution



As  a  result of the  a ttacks , more  than 50% of Ukra ine's  generating capacity was  out of 
order or operated with res tric tions .

In January and February
2026 Ukraine’s  power 
system was attacked with 
more than
300 mis s iles , and 
7000 drones

Consequences of 4 X-101 
missiles  carrying two tons of 
explosives that hit one of the 
substations were seen from the 
distance of 
25 km

During the war, the number of 
DDoS attacks increased 
tenfold. Not a  s ingle  hacker 
a ttack pene trated 
Ukrenergo’s cybersecurity 
pe rimete r

WINTER 2025-2026

There are substations 
that were attacked 
more than 
30 times



Due to destroying of traditional generation in 
Ukraine, We have a significant increase in 
small generation facilities, such as piston gas 
turbine plants, small solar power plants, 
wind power plants, big energy storage 
systems. 

CONSEQUENCES 
OF ATTACKS

WE HAVE ATTACKS 
BOTH TO GENERATION 
AND TO SUBSTATIONS 



OUR PLANS TO PROTECT THE POWER SYSTEM

Conventional power system Protected power system

Massive missile and drone attacks cause 
damage to all big thermal and hydro power 
power plants

The same massive missile and drone attacks cause 
damage to only a small part of decentralised 
power plants

Large 
generation

Decentralised 
generation



Rapid Trans formation of the  Power 
Sys tem Current & Planned Capacity

Expans ion Gas  turbines  & CHP:
~1.4 GW in operation today ➜ +1 GW 
planned in 2026 

Batte ry Energy Storage  Sys tems  (BESS): 
17 MW in 2024 → 600+ MW today ➜ up to 
1.4 GW already approved 

Wind power: 
+324 MW added in 2025 

2025-2026



5 leve ls  of Grid management us ing 
PI Sys tem

• To manage all the challenges posed by 
the conditions listed above, high-quality 
and relevant information is needed at all 
levels of decision-making.

• The abundance of changes, both due to 
the growth of the number of generation 
objects and the consequences of attacks, 
causes a big number of changes in 
information systems. We must react very 
quickly to them

Managing the grid 

Government

Top Management

Central Dispatching service

Regional Dispatching service

Substation Staff



LEVEL 1:
Substations



Shelte r

Subs tation

No signal

Dispatchers  need to have  
information about the  subs tation 
s ignals  to unders tand what is  
happening and what they should do 
right a fte r the  a larm is  over

All our subs tations  can be  
under a ttack at every a larm
(up to 5-7 times a  day in 
some regions )

Subs tation pe rsonne l 
mus t be  in she lte rs
during the  a larm

SUBSTATIONS



SUBSTATIONS
We created a  s e t of 
dashboards  to monitor 
subs tations  and power lines

As  a  result, people  have  
online  information in 
s afe  conditions

She lte r

Subs tation



DATA

Shelter

Subs ta tion 1

Subs ta tion 2

SUBSTATIONS

As  an extra  bonus  dispatchers  
can rece ive  data not only from 
the ir subs tations , but a lso from 
the  othe r sources

As  an example, we  can show the  
info from othe r s ide  of power line, 
and if te lemetry devices  a t a  
subs tation are  damaged, use rs  can 
unders tand the  s ta tus  of the  line  
and othe r equipment



LEVEL 2:
Regional 
Dispatching 
Service



REGIONAL DISPATCHING
SERVICE VIDEOWALLS

• PI Vis ion videowalls used in 
regional dispatching centers  

• Unified visua lization of operational 
data from multiple sources 

• Data aggregated from subs ta tions , 
legacy regional SCADA, and main 
SCADA sys tem

• Single operational view to support 
s ituationa l awarenes s  and 
decis ion-making



SUBSTATION STATUS DASHBOARD

To control the  subs ta tion a t the  regional leve l our dispatchers  need to have  re levant 
information from multiply sys tems  with aggregating and ca lcula ting of the  data  and 
correct visua lis ing 



SUBSTATION STATUS 
DASHBOARD
Our Regional dispatchig servisec use PI also for their specific 
tasks wich they couldn’t do in their old SCADA systems 



LEVEL 3:
Central 
Dispatching 
Service



CENTRAL 
DISPATCHING SERVICE 
VIDEOWALL

• PI Vis ion videowalls used in central 
dispatching center

• Cus tom notation of visua lization to 
control the 

• Higher level of data aggregation. 
from dozens  of diffe rent data  
sources

• Single operational view to support 
s ituationa l awarenes s  and 
decis ion-making



Videowalls  in shelters  contain s imilar 
information as the main videowall, but 
the data is  displayed with adaptation 
to the equipment and size of the 
videowall, as  well as  taking into 
account the color rendering and light 
in the room.

CENTRAL DISPATCHING 
SERVICE SHELTER
VIDEOWALL



CENTRAL DISPATCHING SERVICE APPS`

Over 20 modular solutions within the PI System, 
enabling central dispatching service to maintain 
comprehensive visibility and control of the 
power system —supporting both real-time 
operational dispatching and commercial 
dispatch functions

PI System is  connected to more than 20 different 
data sources. The data is  used to consolidate 
and calculate all the parameters, that allow us 
to cover all the business needs



EXAMPLE OF 
CUSTOM 
APPLICATIONS 



EXAMPLE OF 
CUSTOM 
APPLICATIONS 



PI VISION EXAMPLES



PI VISION 
EXAMPLES



LEVEL 4:
Top 
management



MANAGEMENT 
WEB APPLICATION

• 24/7 acces s ibility

• Online  data

• Secured

• Adapted to mobile  
phones

• All data  from 
PI Sys tem



MANAGEMENT DASHBOARD
Contains  a ll re levant information adapted for TV 55-65 inches  



LEVEL 5:
Government



SPECIAL 
DASHBOARDS FOR 
GOVERNMENT

• 24/7 acces s ibility

• Online  data

• Help to control 
s ituation in the  
country



Conclus ions



Unified Operational Data  Backbone
Ukrenergo's PI System integrates  data from substations, 
SCADA, legacy platforms, and external systems into one 
reliable source.

Modular Purpos e-Built Solutions
Over 25 PI System modules  support dispatching, analysis, 
monitoring, and management tailored to user roles.

Multi-layered Decis ion Support
The architecture enables  aligned decis ion-making from 
substation staff to top management and government 
authorities.

Advanced Vis ualization Tools
PI Vision videowalls, dashboards, special screens, and 
alarms transform complex data into actionable insights.

PI SYSTEM AS A 



Real-Time Cris is  Management
PI System enables  decis ion-making during extreme 
conditions like attacks and power disruptions, ensuring 
continuous s ituational awareness.

Supporting Power Sys tem Trans formation
The platform supports  the process  of decentralization, 
battery storage deployment, flexible gas  generation, 
and renewable energy growth, managing increased 
complexity.

Executive  Vis ibility and Strategic  Planning
Real-time system vis ibility enables  executive 
governance, cris is  communication, and strategic 
decis ion-making for long-term resilience.

Cultura l Shift and Us er Adoption
Adoption of digital tools  fosters  user confidence, faster 
adaptation, and acceptance of organizational change.

FROM CRISIS RESPONSE TO 
LONG-TERM RESILIENCE



Thank you!
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