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Disclaimer

The information contained in this document belongs to Novartis and/or its
affiliates. Novartis does not make and expressly disclaims: (a) any representation
or warranty (express or implied) with respect to the information shown in this
presentation; and (b) any liability relating to the accuracy or completeness of the
information.

The views and opinions expressed in this presentation are those of the author
and do not necessarily reflect the official policy or position of Novartis or any of
its officers.
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Agenda

. Company Presentation: Andre Muller (3 min)

. Golden Image: Alister Geary (6 min)

Global Architecture: Andre Muller (6 min)

Integration workflows with other line of business systems
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We touch the lives of millions of people worldwide
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1 5 5 countries

where Novartis products are sold
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L
7 69 m patients

reached in total

®
¥

6 6 m patients

reached through access activities
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We are a focused medicines company

Our company

USD 48.7bn

Net sales

USD 8.1bn

Net income
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Our strength is the diversity, energy and creativity of our

people

All numbers are for continuing operations

Business Use Only

110 738

Headcount

45.7

Annual training hours
per employee

142

Nationalities

45%

Women in
management
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Pl System current footprint
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Deployment Challenges

* Novartis has 30+ manufacturing and research sites around
the world.

* Deploying Pl on a site by site basis raises challenges:
 Differing Pl System Architectures and Windows Versions
* Different validation approaches for each site
* Local technical resource availability

* Missing IT pre-requisites often delayed implementation

Business Use Only
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Pl System Deployment via Golden Image Process

Objective of Historian Golden image process was to create and qualify global master images that could be
deployed to site while inheriting all of the qualified configuration and validated functionality of the master image.

e Architecture, Software and OS Version aligned with IT,
Automation and OSlsoft as part of Enterprise Agreement
Center of Excellence.

Pl System Architecture

e Create GMP validation plan to cover the Golden Image
Process, for both master images and site deployments.

Validation

* Master images are built and validated against the

Master Image architecture and validation plan in the global data center.

eThe demand for new Pl system deployments and upgrades
is constantly reviewed and follows IT Project Management

Demand Planning
standards.

e A project team with IT and Automation members is formed
for each deployment.

Deployment and

Localization
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Design
Architecture

Develop
Validation
Plan

Create
Master
Images

Identify Sites

Site
Deployments

oSite A
oSite B
oSite N
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Implementation Process Overview

IT Delivery

IT Operations

Pl System Golden Image
implementation

¥

Handover

Application Management
Services

Incidents & Problems
IT Changes
Infrastructure issues
Security

Backup & Restore

Engineering / Automation

Local Validation Approach
Tag Additions

Equipment Integration
RtReports

Pl Vision

AF configuration

Local/Global
Site Project

Team
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Life Sciences

World-class upstream operations ) NOVARTIS | Reimagining Medicine
®
®
®
®
Challenge Solution Benefits
¢ Manage 30+ Pl System * Collaborate to create a standardized ° Reduction in Pl System deployment
deployments on sites located Golden Image process that can be cost by 60% and time by over 50%.
around the world in a consistent used for a Pl System on any site. * Standardize Architecture, Version
and efficient way. and Validation across 30+ Sites.

* Automation Reduces Errors

* Allow for creation of additional
Global Services across sites.
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Global Pl System infrastructure
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Challenges
Local infrastructure

Pl Vision:

» Multiple servers requested across 30 + sites

» Site Network segregation according cyber security rules

» Different Pl Vision version in the sites

» Standardization

» Developing from the scratch different views for same requirement

» How to bring the data from local to global Pl system ?

|
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Business Functional Design
Local and Global infrastruc
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Real Time Vizualisation

Global Pl Vision !

views, Trends etc...

Business Intelligence Tool
OAE

Equipment, rejections, micro
stoppages, etc

_ Pl Integrator
AVZVA J
@ Global PI System
s : I HH MRE
Connector e

()

Smart Devices

Global Infrastructure

Pl RTReport

‘f‘, RtReports

Electronic - Batch Report for
Equipment

- Data Integrity review
Report

IoT Devices
Local Site (s) Infrastructure
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Global Pl Vision
Instantiation with Pl Sys Connector

Qualification

» Installation
Quialification (1Q)
of Collection
Manager Once
> 1Q per site

Global PI Vision (D, Q, P) Global Pl System (D, Q, P)

\

» Naming
convention
)1 » Installation
Qualification

(1Q) once

Pl ReIay ———
Pl Sys Pl Sys
Connector Connector
PI AF DB \> TagLISD
Local PI System (D, Q, P)
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Life Science

Global Pl System infrastructure '

[
[
[
[
Challenge Solution Benefits
» Multiple servers requested across 30 > Enable a Global Pl System » Reduces the number of local servers

+ sites architecture for the sites > Efficient replication capability with

» Site Network segregation according > Implementation of Pl Sys Connector the global PI Vision

cyber security rules o
y y » Increased standardization same

» Different PI Vision version in the sites views for the same work center

» Standardization across sites

» Developing from the scratch different » Apply same qualification strategy

views for same requirement » Reduces the qualification steps
(automatic tag update with Pl sys
connector) No Tag list anymore on
global level

L}
—
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» How to bring the data from local to
global Pl system ?



Integration workflows with
other line of business systems
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Challenges
Integration workflows with other line of business systems

Transfer data from equipment specific for Cell and Gene, to Pl historian

» Only MQTT Technology as Interface available from equipment vendor
side

» Interface required between an Application on Linux and Aveva PI
system on Windows

Business Use Only ‘Av E VA
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Business Functional Design
Local and Global infrastructure

O PI Vision Pl Vision
Real Time Vizualisation
Status, Graphical
views, Trends etc...

Business Intelligence Tool

Equipment, rejections, micro

OAE

stoppages, etc

®
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Pl Integrator

@ Global PI System

MQTT

] ??E; (a(j)

Smart Devices

Global Infrastructure

Pl RTReport

“.‘:" RtReports

Electronic - Batch Report for
Equipment

- Data Integrity review
Report

IoT Devices
Local Site (s) Infrastructure
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I\/IQ?T Overview

Software design

Pl System DA/AF

Pl System UFL
connector

MQTT JSON Plug in

22 Business Use Only

Mosquitto
Brocker

(Topics /
Messages)

mqttfx-1.7.1
Simulator
(Publish /
subscribe)
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Life Sciences

Integration workflows with other line of business systems U

Cha”enge SOIUtion
» Interface available from » JSON Plugin used till new version
equipment vendor side of PI MQTT connector released

» Linux and Windows compatible » Pl MQTT connector with read/write
capability and Json format as well,
not only Sparkplug

© 2021 AVEVA Group plc and its subsidiaries. All rights reserved.

» Stay with vendor solution no

customization required and keep
the adaption within Novartis

» Easy to implement JSON,

Sparkplug

» Standard messaging protocol

» Enables it on a global level for

future use cases

AV=VA



Challenges

Integration workflows with other line of business systems

» Replace manual data entries for test results from
equipment to ERP system with an automated

functionality
» Automated functionality for Cross domain file transfer

» Bi Directional communication .
Growth Direct

Environmental
Monitoring tester

AV=VA
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CSV Tool

Systems Overview

N Request &
esult rile Receipt File

Data Virtualization
Platform

g ?\equest&
esult rile Receipt File

-AV=VA

Request &
w Result file I 1 Receipt s CSV.

Growth Direct —
Environmental ‘AV : VA
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CS\/_T 00|
Data Flow
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Request &
Receipt File  1:Data Virtualisation Platform publishes ORDER DATA in an URL
2: PI UFL Connector reads JSON trough INI Configuration file and stores into Pl Tag

Data. Virtualization Platform 3: AF elements attributes are connected to Pl Tags

4: When a new value is detected, an analysis is triggered, which launches a
notification subscribed to URL from Rest Application (CSV Tool)

DATA
Access
Server

5: REST APPS generates a new CSV file which is saved on the shared folder from
the equipment

2

Pl System

AV=VA
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PhysicalSamplelD

hod Attributes An:ly5|s / FE.:/ent ificati
Metho (Values) rame (File Notification

Label/Barcode

API Node
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ERP

CSV_TOOI t e Result File

Data Flow Data Virtualization Platform

Result File

1: New Result File is created on the shared folder from the equipment
2: P UFL Connector reads INI Configuration file and stores into Pl Tag DATA
3: AF elements attributes are connected to Pl Tags Access
4: When a new value is detected, an analysis is triggered, which launches a Server

notification subscribed to URL from Rest Application (CSV Tool) 1 CSV GEN REST APPS
Pl WEB API

5: REST APPS sends string result to Data Virtualization Platform system URL

Pl System

AV=VA
@

|Equipment]_InstrumentType

Analysis / Event
frame (File
Maker)

|Equipment]_PhysicalSamplelD

Attributes
(Values)

|Equipment]_InspectionLotiD

4 -
Notification

|Equipment]_ElselD
|Equipment]|_AssetlD

API Node 2

INI Configuration

1 CSV GEN REST APPS Pl1 WEB API

27 Growth Direct AV E VA
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CSV Tool
Data Flow

5:REST APPS query trough Pl Web API function, all value between Start end End
Time, date are send to DA

6: REST APPS writes into AF attributes a string with all data collected from DA
associated with Start and End Date a, time aggregated in the requested format

7: Notification is subscribed to the
REST APPS URL Pl System

ERP

Data Virtualization Platform

DATA
Access
Server

P1 WEB API

1 CSV GEN REST APPS

t e Result File

Result File

Analysis / Event

. . |Equipment]_InstrumentType Attributes
8: REST APPS sends string result to f . g ..
- . - rame (File Notification
Data Virtualization Platform system URL AV_VA [Equipment]_PhysicalSamplelD (Values) (
@ |Equipment]_InspectionLotiD Maker) [0 d U0
|Equipment]_ElselD v
|Equipment]|_AssetlD
API Node

. Growth Direct
28  Business Use Only Environmental

Monitoring tester
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Life Sciences

Integration workflows with other line of business systems U

Challenge Solution

»Replace manual data entries for . Notification used
test results from equipment to
ERP system with an automated »Web API connector

functionality o »>CSV GEN REST APPS
» Automated Cross domain file
transfer

»Bi Directional communication
required

© 2021 AVEVA Group plc and its subsidiaries. All rights reserved.

Benefits

» Easy replication capability

»Limited qualification effort in
case of adding values in the
message

»Enabler for future use case e.g.
“Counter Based Maintenance”

AV=VA
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André Muller

Principal Automation Engineer

* Novartis

* Andre.muller@novartis.com

Alister Geary

Technical Design Expert

* Novartis

* Alister.geary@novartis.com

AV=VA



DZIEKUJE CI ,, TAPADH LEIBH KEA LEBOHA
NGIYABONGA w I-u sasenanaa MISAOTRA ANAO z

DANKIE TESEKKUR EDERIM é WHAKAWHETAI KOE = 2
TERIMAKASIH 55 GANKON TANK TAPADH LEAT o5
CNACMBO GRAZIE MATURNUWUN xeanasam MULTUMESC

PAKMET CI3l'E )2 << FAAFETAI
GO RAIBH MAITH AGAT 2 wisds GRAZIE lJS-u-’ < ESKERRIK ASKO

snaronapa GRACIAS 3 THANKYOU TE$§(;J§|E%ERIM

TUBJIATOAAPAM L | EYXAPISTQ GRATIAS TIBI S OBRIGADO

TAK DANKE = atic SALAMAT MAHALO IA ‘OE  TAKK SKALDU HA u: MERCI

RAHMAT MERCI GRAZZI pakkaptr 5”13\&'):'&'[,\*[’1'— ':[ DI OU MES|
HATURNUHUN PAXMAT CATA SIPAS JI WERE TERIMA KASIH DAKUEN

CAM GN BAN Z UA TSAUG RAU KOJ
WAZVIITA : TCTA?SFCOHAPAM

SZONOM

KO

LEMINDERIT

—
—
© 2021 AVEVA Group plc and its subsidiaries. All rights reserved . [r—



@ linkedin.com/company/aveva
Q @avevagroup

ABOUT AVEVA

AVEVA, a global leader in industrial software, drives digital transformation for industrial organizations
managing complex operational processes. Through Performance Intelligence, AVEVA connects the
power of information and artificial intelligence (Al) with human insight, to enable faster and more
precise decision making, helping industries to boost operational delivery and sustainability. Our

. cloud-enabled data platform, combined with software that spans design, engineering and operations,
asset performance, monitoring and control solutions delivers proven business value and outcomes to
over 20,000 customers worldwide, supported by the largest industrial software ecosystem, including
5,500 partners and 5,700 certified developers.'AVEVA is headquartered in Cambridge, UK, with over
6,000 employees at 90 locations in more than 40 countries. For more details visit:
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