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Use cases and Security Considerations

AI Powered OT DevOps

Jake Hawkes, Snr. Strategic Product Manager, AVEVA
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Prior to starting, please browse our DAM https://content.aveva.com/ and download some image options. Click 
the image icon to insert image, then Send to Back. Please ensure that the AVEVA logo is displayed prominently 
against the image and remains fixed in its position. The logo should not shift or jump from slide to slide.

Snr. Strategic Product Manager

Jake Hawkes
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End Users

• Process analytics with historical and real-
time data with natural language queries

• Plant and Asset Root Cause Analytics

• Ad-hoc efficiency explorations

Content Creators / Developers

• Get help writing queries and expressions

• One-click visualisations from a running 
prompt

• Generate, convert, or update SADA 
screens, point configs

• Create, run and schedule reports and 

System (OT) Administrators

• Root Cause Analysis for the control system.

• Upgrade and Deployment planning and 
troubleshooting

• Automatically clone, test, rollback DevOps in 
T&D Sandboxes, where agents can “play”

Connect your software and systems to an LLM via your agent of choice

Connecting LLMs to Control Systems via MCP

© 2026 AVEVA Group Limited or its subsidiaries. All rights reserved.
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Future MCP 
Ideation

© 2026 AVEVA Group Limited or its subsidiaries. All rights reserved.
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Plant SCADA InTouch

Historian 
Agent

Today: VTQ data
Tomorrow: Alarms, Events, Asset types

MCP Integration

Why is this screen 
slow every 

Tuesday 
afternoon?

Engineering

Documents, Drawings, Data Sheets, 
Maintenance Manuals

Is my system 
ready for an 

upgrade?

How much 
downtime do I 

need to address 
this alarm on my 

mixer?



If pasting slides from an older presentation, make sure to select a Slide Master Layout that appears before the Slide Master Layout titled DO NOT USE MASTER SLIDES THAT APPEAR AFTER THIS. 

Primary Palette

Secondary Colors

Change the color of a shape 
or text

1. Select the shape or text you 
want to assign a new color 
to. (To select multiple 
objects, press Ctrl and then 
click the shapes.)

2. On the Format or Shape 
Format tab, select Shape 
Fill (if you're coloring a 
shape) or Text Fill (if you're 
coloring text).

The mouse pointer turns 
into an eyedropper tool

3. As you move your 

pointer around onscreen, 

a live preview of the 

color you're pointing at 

appears. Hover or pause 

on a color to see its RGB 

(Red Green Blue) color 

coordinates.

4. Using the eyedropper, click 
the color you want to 
match; it's immediately 
applied to the selected 
shape or object.

Neutrals

Reducing the cost of P2P

Can AI make a first pass at POV?

• Can AI replace the human checker in the control room?

• No, but it could do a first pass, and highlight issues it finds to direct human intervention to the incorrect items

• The AI “first pass” could also update the digital twin records

• Perhaps this is appropriate for small-scale, or simple changes. 

© 2026 AVEVA Group Limited and its subsidiaries. All rights reserved.

Digital Twin indicates no changes here
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Cyber Security and Other Risks

NOVEMBER 13, 2025 

© 2026 AVEVA Group Limited or its subsidiaries. All rights reserved.

The scary bits
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MCP encourages us to mix and match tools from different sources that do different things 

MCP Prompt Injection and Data Exfiltration Risks

• The problem is that LLMs follow instructions in content

• They don’t just follow our instructions. They will happily 
follow any instructions that make it to the model,

• Guardrails won’t protect you

• No-one knows how to 100% reliably prevent this from happening

• Many will claim to protect against 95% of the attacks

• The lethal trifecta of capabilities is:

• Access to your private data—one of the most common purposes of tools in 
the first place!

• Exposure to untrusted content—any mechanism by which text (or images) 
controlled by a malicious attacker could become available to your LLM

• The ability to externally communicate in a way that could be used to steal 
your data (I often call this “exfiltration” but I’m not confident that term is 
widely understood.)

• If your agent combines these three features, an attacker can easily 
trick it into accessing your private data and sending it to that 
attacker.

© 2026 AVEVA Group Limited or its subsidiaries. All rights reserved.

The lethal trifecta for AI agents: private data, untrusted content, and external communication

https://simonwillison.net/2025/Jun/16/the-lethal-trifecta/
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Via AI Infused development toolchin

Supply Chain Hack

© 2026 AVEVA Group Limited or its subsidiaries. All rights reserved.

• Dev group were running an AI-powered issue triage

• The agent had access to Bash, Read, Write

• Prompt injection was performed into the title of an 
issue in GitHub

• The npm package referenced then can run any code is 
likes a "preinstall" script in its package.json file.

• Luckily, the issue triage workflow didn't have access 
to important secrets 

• Hack was unable to publish new releases to NPM

• Limited the potential damage

• But – they did re-use GitHub Actions cache

• Context was shared between triage and nightly release 
workflows, leading to context poisoning

https://adnanthekhan.com/posts/clinejection/

https://adnanthekhan.com/posts/clinejection/
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You could quickly overwhelm your production Historian

LLM Chattiness = High API Usage = Pressure on the System

© 2026 AVEVA Group Limited or its subsidiaries. All rights reserved.

• “Analyse the performance of Boiler 2 over the last 
month”

• Let me search for all the tags

• Great! Let me find all the boiler tags

• Awesome! I found 200 boilers

• Let me get the last month of history for these boilers

• Hmm – that timed out, let me try to get them individually

• ….

• Ok, now let me get all the events for the boilers

• Hmm – that timed out, let me try to get them individually

• Ok! Now let me get ..

• …
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* For illustration purposes only
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Final thoughts
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Security in Depth

Secure Practices

Physical Security

System 
Hardening

Secure by 
Design

Secure 
Development 

Practices

• Constant monitoring of the system for Intrusion Detection

• Business continuity plans in the event of an attack

• Employee security training

• Many third-party audits

Secure Practices

• Doors, Cameras, Building access, Secure Zones

• Reduce dependency on remote access via VPN and VDI

• Depopulate the DMZs

Physical Security

• Segregated network zones, Purdue model, DMZ, IDS

• Federated Security: Authentication and Authorization

• Principals of Least Privilege, IT Best Practices

• Firewalls and VLANs to the Edge, IEE802.1X Device 
Authorization

Deployed System Design

• Security is the first thought, not an after thought

• Leverage Open Standards

• Role Based, Zero Trust, No Privileged Middleware

• Encryption in Flight and At Rest

Product is Secured by Design

• AVEVA ISASecure® SDLA Certified Process

• Aligned with IEC 62443 standard

• Integrated into our Agile/Lean development practices

• Dedicated Security Advisors

Security Development Lifecycle (SDL) Prevent exploits before 
they happen

Active Directory enables 
2-Factor Auth, centralized 

management

Deployed solution 
includes more than just 

our product 

Some standards require 
camera monitoring

No system is secure 
forever!

Risk evaluations: where could an LLM 
agent run safely? Where might an SLM 

be better?

Secure from the start and by default.

Prompt memory and audits. Response 
validation and spot checks.

Beware of the Lethal Trifecta!

Promote a culture of security. 
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No OS or Browser is currently safe

The Mythos Moment

• In early Apil, Anthropic announced Mythos

• Declined to release it publicly 

• Autonomously found thousands of zero-days across every major OS, chained sophisticated multi-stage 
exploits, and escaped its sandbox to email a researcher who was eating lunch in a park. 

• Where Opus 4.6 generated a working exploit just over 0% of the time, Mythos hit 72%. That's not 
incremental — that's a step change in the threat landscape.

• The patch window is shrinking

• We need to continue to push for shorter upgrade cycles, and a CI/CD update process that aligns with OT 
safety and regulatory requirements

• We are heading towards the ability to ship code with zero vulnerabilities

• Today, we find what our current tools can find, and we prioritise them based on current attack techniques

• Tomorrow, we should be able to close every single vulnerability, detect threats in real-time and orchestrate 
responses faster than humans can today.

© 2026 AVEVA Group Limited or its subsidiaries. All rights reserved.



This presentation may include predictions, estimates, intentions, beliefs and other statements that 
are or may be construed as being forward-looking. While these forward-looking statements 
represent our current judgment on what the future holds, they are subject to risks and uncertainties 
that could result in actual outcomes differing materially from those projected in these statements. 
No statement contained herein constitutes a commitment by AVEVA to perform any particular action 
or to deliver any particular product or product features. Readers are cautioned not to place undue 
reliance on these forward-looking statements, which reflect our opinions only as of the date of this 
presentation.  

The Company shall not be obliged to disclose any revision to these forward-looking statements to 
reflect events or circumstances occurring after the date on which they are made or to reflect the 
occurrence of future events.
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linkedin.com/company/aveva 

@avevagroup 

www.aveva.com

ABOUT AVEVA 

AVEVA is a world leader in industrial software, providing engineering and operational solutions across multiple industries, 
including oil and gas, chemical, pharmaceutical, power and utilities, marine, renewables, and food and beverage. Our 
agnostic and open architecture helps organizations design, build, operate, maintain and optimize the complete lifecycle 
of complex industrial assets, from production plants and offshore platforms to manufactured consumer goods.

Over 20,000 enterprises in over 100 countries rely on AVEVA to help them deliver life’s essentials: safe and reliable 
energy, food, medicines, infrastructure and more. By connecting people with trusted information and AI -enriched 
insights, AVEVA enables teams to engineer efficiently and optimize operations, driving growth and sustainability.

Named as one of the world’s most innovative companies, AVEVA supports customers with open solutions and the 
expertise of more than 6,400 employees, 5,000 partners and 5,700 certified developers. The company is headquartered 
in Cambridge, UK.

Learn more at www.aveva.com 
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