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The reality of convergence. Industrial Information Platform.

Business Drivers Business Expectations Platform Imperatives
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AVEVA Connect, industrial cloud platform.

Platform Imperatives
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© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.

SUBSCRIBE.

AVEVA Flex

Flexible access to
AVEVA'’s full portfolio,
whether on the cloud
or on-premises.

CONSUME.

AVEVA Connect

Cloud platform to
transform faster,
reduce IT cost, and
collaborate securely
across our portfolio.

EXPERIENCE.
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DESIGN <7

One common
subscription program

One industrial
cloud platform

Full access across one comprehensive
set of portfolio capabilities
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Govern Imperative

30! Abmi,othE:“'\én ‘o Federate to your Identity

\/QQ\%,/ IT Security Policy

Use your groups to roles/
permissions

* Apply corporate security
policies

e Software asset compliance
management
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Evolution of Security Perimeters

Physical Network ldentity

L |
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Network Perimeter

* Phishing )
* Credential Theft

Network

L |
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|dentity Perimeter & Modern ldentity

Zero Trust

@ . Trusted devices T * Risk-based access verification

and challenges
@ * Geolocation fencing * Unusual activity

* Impossible travel

* Multifactor
Authentication (MFA) * Compromised password

* Privilege Identity Management (PIM)

ldentity

e Just In-Time Authorization (JIT)

 Second party approval

L |
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ldentity Perimeter

Your journey towards zero trust architecture starts with strong proof of identity

STANDARDS (NIST SP 800-207) Federate AVEVA Connect

Logical Components of Zero Trust Architecture Modern Authentication and Transport Layer Security

* Enhanced Identity Governance

* Micro-Segmentation OpenlID Connect Federated Identity Provider
(OAuth2) (recommended)

s autho

* Software Defined Perimeters

 MATIOMAL INSTITUTE OF

STANDARDS AND TECHNOLOG
LS DEPARTMENT OF COMMERCE

L |
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AVEVA Connect platform becoming Trusted

Users Authentication. Password versus Federation
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AVEVA Connect adoption
* 15,000 monthly active users
* Over 6,000 accounts
* Averaging 100,000+ logins per week

Federating to your company identity

provider
* Ability to manage users as part of corporate
* IT Security Policies on users is aligned
* Corporate User Groups are associated with
AVEVA Connect Roles/ Permissions

Trusted authentication
* AVEVA Connect IdP can delegate
authentication to Identity Providers that
support SAML 2, OpenlID Connect, ADFS or
Azure AD
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Software asset management compliance approach

TRACK

Global Empowerment

*  Global access and management of AVEVA Software

UNDERSTAND

MANAGE

*  Unified Managed across sites, and on premise and SAAS services

One Entitlement Usage Intelligence Budgets

. _ ™ *  Self-service usage dashboards *  Ability to set up monthly usage budgets
Unit of Measure = AVEV. Flex Understand adoption usage by service * Notifications if usage patterns are exceeded
Credits *  Ability export usage data for external *  Ability understand actual vs targeted usage
«  All offers for a customer are entitled through manipulation “® =

AVEVA Flex Credits il :
e Credit consumption is reported as one A E s hons
Unified Tracking of all Credit Consumption Service/ Software Management
AVEVA Software & Services *  Self-service credit consumption dashboards *  Cloud service availability thru Auth Officer

*  Ability export usage data for external *  Ability to define multiple credit agreements

*  On-prem disconnected offers
*  On-prem “Connected” offers
*  Online services

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.

for local management
*  Audit Logs

manipulation
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Trusted Imperative

‘ \ TRUSTED Availability
“S’ Secure Practices

Trusted cloud platform

e Certified processes

* Engage industry experts

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.




Availability & Operation
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Availability & Operation
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Data Retention Approach

Cloud Region A

i g ; Cloud Service
f

Backups

] OO0OnnotH
OO00O0000CH

14 full daily backups with intermediate
incremental backups.
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Every 7th backup moved to suitable central
backup repository andsored for 28 days
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that can't use Region B

Central Backup Repository

Central backup repository for other cloud services

Cloud Region C —_—

Central Backup Repository
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SECURE DEPLOYMENT/ SYSTEM MANAGEMENT

Security Policies

Security Monitoring
and Alerting (24x7)

Network and Domain
Monitoring

Security Logging
& Tracing

Data Retention

Alliances
Microsoft®
Cisco®
Outpost24®
Splunk®
Cloud Security Alliance®
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Ensuring cloud security

Security Development Practices

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.

Training

Security
Requirements and
Risk Assessment

Threat Modeling in
Architecture

Security Design
Requirements

Static Code Analysis
Secure Code Review

Verification Testing

Security Review
Release Gate

ISO 30111 for
Incident Response

Products built with security focus

* Keep our customers secure
* Manage supply chain risk
* Provide actionable information about issues (CERT)

Compliance for our process

* Certified ISASecure SDLA processes
* Certified development environment
* Certified Quality Management System (QMS)

Evolve - Increase security awareness

* Collaboration with industry stakeholders
* Ensure Security Requirements are defined
* Build Security into Architectures
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Industry Experts

Conforms to international standards and is strongly verified.

Standards and Verification Strategic Software Security Suppliers

LRQA

Certificate of Approval

This is to certfy that the Management System of:

AVEVA Solutions Ltd

has been approved by LRQA 1o the following
ISO/IEC 27001:2013

The manufacturer
may use the mark

QQ_RTIF/‘b 2

Approval number(s): ISOIEC 27001 - 0003

T certficate fs vl only in associaton with
1othis approval are isted

The scope of this approval is applicable
The provision o Information Security Manager]

Research and Development Cenlres. The sco
hostig services in the AVEVA Cloud. Statemal

SDLA

ISASecure®is a
Trademark of ASCI. All
rights reserved
Revision 1.0 Oct. 22, 2019
The certificate is valid unti the
expiration date of
— . October 1, 2022
Do DA
David Derrick Reports.
AVE 1905010 R001 V1R1
Avea Operations Manager UK & iand Certification Report

alidif

“This Certicate i restricted to the specified
versions of the referenced Sect
Development Lifecycla setforth in this
Certfcate.

ISASecure® Chartered Laboratory:
exida

80 North Main St.

Sellersville, PA 18960

License: ISCI-CL0001
ACLASS Cert No: AT-1531

AICPA

'C
e 2
Organizations

SOCHy

aicpa.org/soc4so

Certificate / Certificat
Zertifikat / SH&EE

AVE 1905010 C001

exida hereby confirms that the process entitled:

77

Security Development Lifecycle Process
Which is maintained and practiced by
AVEVA
Lake Forest, CA
USA

Has been assessed per the relevant requirements of: C I O u d
ISASecure® Security Development Lifecycle ‘ - ‘ I
Assurance (SDLA) Program S e CU r’ ty
Version 2.0.0 b . ®
alliance

ANSI/ISA-62443-4-1-2018 Secure product
development lifecycle requirements

IEC 62443-4-1:2018 Secure product
development lifecycle requirements

The normative documents and issue dates that define this
certification are listed at www.isasecure.org.

This certification applies to versions 2.3 or later of
"Security Development Lifecycle Process”

Wbt B

Authorized Representative
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G Azure DevOps
VERACODE

(¥ Checkmarx
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RAPID})

IOActive.
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AV=VA



AVEVA Data Hub Threat Model

/ AVEVA
/ Developer

Internet \\
boundary \

CDA \ Connect
N Cluster
Node

Edge devices

N
Internet "~ & Browsers

Data
boundary \\\

Hub
Gateway
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AVEVA Data Hub Threat Model

\
\
\\ Connect
\\ Cluster
\ Node
Internet ~\

boundary \\\
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BLACK HILLS

Information Security

Penetration Testing

L |
A v — V A
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Penetration Test - AVEVA Data Hub

» Distributed Denial of Service attack protection
e Scalable architecture

* Increases resources

* Meets peek demands

N
\

\
Internet \

\ boundary \

\ Connect
N Cluster

Internet \\ Node m

boundar \\ Data g&gg@gmus

~ Gateway

~
~ / —
~ J/ —
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Penetration Test - AVEVA Data Hub

N\
N\ i
\ Evil agents?
\\ * Low privilege
\ * AVEVA signed
Evil Connect? \
\\ * No network credentials \\
\ . :
\\ e« No execution on your network
AN Cluster A Edge devices
\ Node
Internet "~ | & Browsers
boundar \\ Deliz
y \\ Hub
~ Gateway
~ ~ / —
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Moving Beyond Penetration Testing

* Inside attack
* Developer sabotage

* Developer compromise

(€@WBEL
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Purple Teaming
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Purple Teaming

Red Team Blue Team ")

g (attacker) (defender) '

L |
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|OActive.

Purple Teaming
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Purple Team - AVEVA Data Hub
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Purple Team - AVEVA Data Hub

=
s Second-party code reviews

~o1 Sec?nd-party approval for production

Azure I\

Build

/

Azure

\ .
services

\
\
\

/A

Azure AD
Multi-Factor Authentication (MFA)

Secure Development practices Connect
\\ Cluster
N\ Node
Internet \\
boundary '~
N
N
N
N
N
~N
~
~
~
~
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AVEVA
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Azure AD
Multi-Factor Authentication (MFA)
Privilege Identity Management (PIM)
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Purple Team - AVEVA Data Hub

/ AVEVA
/ Developer

Zero Trust strategy
Trusted device

Azure
services
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Purple Team - AVEVA Data Hub

a1 o
-M\- ~ AVEVA
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What did we find?

* We learned a lot

* Cross department communication opportunities
 Attack scenarios cross operational boundaries (IT, Operations, R&D)
* Don’t assume
* Share perspective
* Share knowledge

* Remote Desktop access is a risk we didn’t need

* Always more to do

L |
—
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Managed Imperative

e Unified information model

* Data residency

MANAGED Access management
Information

Platform Data validation & trust
Management
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Enabling managed industrial solutions

AVEVA
Asset Information
Management

* Industrial solutions require multiple capabilities
* They need share data to work as a solution
* They need to align

Corp
IdP

AVEVA
Data Hub

L}
|
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Enabling managed industrial solutions

Customer Managed AVEVA Connect Account (Estate)

AVEVA
Asset Information
Management

v

AVEVA's St | —
Approach

Corp
IdP

* Lower the effort S _
— — S
* Lower cost 22— &
. / =S ?@)u@
AVEVA * Enable Global = & S g & H e
[ ]

Data Hub Enable one User Management

L}
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Enabling managed industrial solutions

AVEVA Connect Account Provides
* Trust between services \/
* Manage \/
* Across services \/
* Global deployment \/

* Access \/
* Entitlement \/

* Usage intelligence across services \/

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.

Account Capabilities

Account Structure

SSO- Idp fed

User Management
Solution Management
Edge Deployment Mgmt
Usage Intelligence
Entitlement Mgmt

On Premise License Mgmt
Trust Mgmt

APl Access Mgmt

Customer Managed AVEVA Connect Account (Estate)

= AVEVA™ Connect

To et fll sreen, swipe down rom top ofscrean or press | FI1

mation Standards Manager

Y o gt e —
B Q a8

= (perator Training Simulator F] Unfied Leaming
@ [U]

St -
=) - Managed
=it - Health Awareness

== ,/ I \ IR
Prservers e ’H 4 o

Pl Servers

= e
& Se=2
[mF==To=} Remote assets
Supervisory Systems Other System
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Regionalization management > capability in one account

Data is structured
Enable one account with single global user management to allow for easy

Enable multiple regionals within the same account Global Account divestiture, etc.

|
| ' | / Scalable, Global
N . EmEA BU [/~ o i, @ @ operations

ﬁ b ﬁ = 0,90
Qﬁ O | 12F o= 1=g Data Residency
Q 000
o |
,} ) ,}
Production I::l Dev w Regional
L e Performance

European Region

r 17 Support plant
@% sale/divestiture

Data

segmentation Placing capabilities APAC Region
in regions for
performance

L |
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Data sharing management

Communities

v.ndo 2
A Advanced analytics W Smarter, more
2@3 (AI/ML) \ secure data sharing
> Business o
il *  Health Awareness Enterprlse
J K applications Share management
@ @ fﬁ O<8 Tailor shared data
A | —\
M4+ access
% @ % Remote assets
Supervisory Systems Other System
Other Systems
Secure, Sustainable Data
Pipeline

L |
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Hybrid Imperative

 Managed Plant floor/
industrial capture

 Resilient autonomous services

HYBRID Secure plant data connectivity
Secure Industrial

Solution Data quality
Architecture

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.



Secure Plant Architectures T —

eeeeeeeeee

Hybrid Approach

Purpose Built for Industry

Sustainable 5

25 .
1000s of (@\ Seq Series Data 6@ Document / Structural Data o\c;\f\%o'o Normalization @ Device health Updates
Connects

% T [%] @ Secure Data Integration % Edge Management % Edge Managed Modules

R = 5o
Bottom up mNRE &M
Pl Server Agent ohTf © o o Edge Modules

'%IJ?' Secure connection from

o:;’o gata: @{g Il plant side
oyl ili
’lo esliience AVEVA o © Edge Dat
Historian oﬁof; = geStng
AR | Pl Servers Adapter Integration
= i
e% Absorb % @ o IOTReady‘ @’@é@,",(a__ @ @ (e.g. Pl Servers, Wonderware)
m C h ange Supervisory Systems ‘ E
Legacy Systems lloT
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Powerful safeguards to counter destructive malware attacks

Reduce access to corporate networks

Protect IDENTIFY |D
Assets * Manage "data out" rather than "users in" to sensitive assets %
=
N 55 protECT PR
: Deploy alternate paths to access critical data streams
Sustain %
Operations * Access to cloud service from BYOD o =
~IpETEcT DFE
* Emergency unit operations from autonomous edge g
=
Use the "3-2-1 rule" for critical operations data = RESPOND RS
Recover
Rapidly * Three backups of your data S
* Two different storage types = RECOVER RC

* One+ offsite backup — industrial cloud!

L |
A V — V A
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Industrially trusted > increasing shared responsibility

OPERATIONS
£
“
%
V(
A Asset Production o o
& Performance Optimization 2 kY
2
$ % 3
L =
o ™
Operations INDUSTRIAL Planning
Control INFORMATION and Scheduling

) o
T4 s
Engineering Simulation

and Execution and Learning

DESIGN

ENGINEERING

AVEVA is your Industrial
Information Platform
Partner
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Responsible
for security
“at” use

Responsible
for security
“in” the cloud

Responsible
for security
“of” the cloud

'

Customer end users

e User management, roles & permissons
* Protecting account credentials

AVEVA cloud solutions

e Customer data
e Platform, applications, identity & access management
e Operation systems, network and firewall configuration

e Client- side data encryption & data integrity,
authentication, server-side
encryption (file system and data), network traffic
encryption, integrity, identity

Public cloud service provider

e Software

e Compute, storage, database, networking
¢ Global infrastructure

® Regions, availability zones, edge locations
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Industrially trusted > increasing shared responsibility

GOVERN '
Ability to Align to Responsible
IT Security Policy for security e User management, roles & permissons
“at” use e Protecting account credentials

Customer end users

s AVEVA cloud solutions

TRUSTED

Secure Practices . e Customer data
Responsible « Platform, applications, identity & access management

for secu rity e Operation systems, network and firewall configuration
MANAGED “in” the cloud e Client- side data encryption & data integrity,
- . authentication, server-side
Information encryption (file system and data), network traffic
Platform encryption, integrity, identity
Management

= Public cloud service provider

HYBRID

Secure Responsible e Software
Industrial Solution for security  Compute, storage, database, networking

e Global infrastructure
® Regions, availability zones, edge locations

L |
—
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Architecture “of” the cloud
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Mike Lemley

Product Security Architect

AVEVA

mike.lemley@aveva.com
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Questions? Please remember to...

Please wait for the microphone

Navigate to this s

State your name and company

- o

Th daln k you = |
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This presentation may include predictions, estimates, intentions, beliefs and other statements that
are or may be construed as being forward-looking. While these forward-looking statements
represent our current judgment on what the future holds, they are subject to risks and uncertainties
that could result in actual outcomes differing materially from those projected in these statements.
No statement contained herein constitutes a commitment by AVEVA to perform any particular action
or to deliver any particular product or product features. Readers are cautioned not to place undue
reliance on these forward-looking statements, whlch reflect our opinions only as of the date of this

L presentatlon

Th'e Company shall not be obliged to disclose any revision to these forward- looking statements to
reflect events or circumstances occurring after the date on which they are made or+to reflect the
occurrence of future events.

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.
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@ linkedin.com/company/aveva
o @avevagroup

ABOUT AVEVA

AVEVA is a global leader in industrial software, sparking ingenuity to drive responsible use of the world*s
resources. The company’s secure industrial cloud platform and applications enable businesses to harness
the power of their information and improve collaboration with.customers, suppliers and partners.

Over 20,000 enterprises in over 100 countries«rely on AVEVA to help them deliver life’s essentials: safe and
reliable energy, food, medicines, infrastructure and more. By connecting people with trusted information
and Al-enriched insights, AVEVA enables teams to engineer efficiently and optimize operations, driving
growth and sustainability.

Named as one of the world’s most innovative companies, AVEVA supports customers with open solutions
* and the expertise of more than 6,400 employees, 5,000 partners and 5,700 certified developers. With
opérations around the globe, we are headquartered in Cambridge, UK and listed on the London Stock
Exchange’s FTSE 100. A 1 ’

Learn more at

© 2022 AVEVA Group plc and its subsidiaries. All rights reserved.
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http://www.aveva.com/
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